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In this android project, I was able to see how message authentication works. This was done with two 

emulators that were like that of an android messaging application. Once the recipient was declared in 

emulator 1, a pre-shared secret key was put in so that the message can be encrypted and sent to 

emulator 2. When emulator 2 received the message is it received as cipher text. The message was sent 

as cipher text so that the original message can be securely sent. If the message was not secured, it could 

have possibly been viewed by a hacker or some type of malware. Once the encrypted message has been 

received by emaulator 2, the message has to be decrypted.  This is done by entering in the same pre-

shared secret key that was entered to send the message from emulator 1. Once the secret key is 

entered and submitted, the original plain text message will be displayed on emulator 2. On the other 

hand, if the secret key is incorrectly entered and submitted, the message will not be decrypted correctly.  

 

Emulator 1- Original message being sent to emulator 2. 
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Emulator 2 receives the message from emulator and enters the incorrect secret key. The message is 

unablet o be encrypted. If the recipient (or anyone intercepting the message) does not know the secret 

key, they will not decrypt the message. They will only be able to see the cipher text that the original 

message was converted to when it was sent. 
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When emulator 2 enters the correct secret key, the message is decrypted. The original message from 

emulator 1 is shown. 

 

 


