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I. Blue Lake Sporting Goods Vision for Technology  
 

Company Background 

Blue Lake Sporting Goods, Inc., hereafter referred to as Blue Lake, was founded in 

1998 by five graduate students from Southern Polytechnic State University in Marietta, 

Georgia. The company specializes in the e-commerce of sporting goods equipment for 

various individual and team sports, as well as outdoor activities such as hunting, fishing, 

and hiking.  Blue Lake Sporting Goods also offers a wide variety of brand name sporting 

apparel and footwear such as Nike, Colombia, and Adidas. The company currently 

serves online customers throughout the United States and is looking to expand to 

Canada and Mexico within the next two years and globally within the next five years. 

 
 

 
Mission 
The mission of Blue Lake Sporting Goods is to be the preeminent online Sporting Good 
Provider in the World, whose periodic reviews demonstrate consistent measurable 
increases in profit, product offerings, customer base, and customer satisfaction. 
 
 
Vision 
As a highly successful Sporting Goods provider that is committed to being a global 
leader, BLSG will strive to become: 
 
1. An entity that is respected, accepted and emulated by customers, stakeholders, 
peers, and competitors alike  
2. The premier international and global provider of high quality sporting goods, resulting 
in a 100% customer satisfaction record at any given time. 
 
 
Goals 
Goal 1: Blue Lake Sporting Goods will expand to Canada and Mexico within the next 
two years and have a global presence within the next five years. 
 
Goal 2: Blue Lake Sporting Goods will ensure a safe and secure digital environment in 
which customers, worldwide, will place online orders 
 
Goal 3: Blue Lake Sporting Goods will correctly fill all orders in a timely and cost 
efficient manner. 
 
Goal 4: Blue Lake Sporting Goods will ensure that all orders are filled 100% correctly 
100% of the time. 
 



Goal 5: Blue Lake Sporting Goods will ensure that customer satisfaction levels will 
consistently remain at 100% 
 
Goal 6: Blue Lake Sporting Goods will recruit, employ, develop, and retain technical 
talent that believes in and achieves the mission and goals of the organization. 
 
Goal 7: Blue Lake Sporting Goods will meet the continuing and changing demands for 
meeting its vision, through technological systems and processes that result in the 
desired outcome. 
 
 
 

II. Current Reality 
 
 
Purpose of the Refreshment Plan 

The Information Technology Department, hereafter referred to as IT, is the core of Blue 

Lake’s existence. In order to sustain plans for e-commerce growth, it is crucial that IT 

stays up-to-date with equipment.   

The current network, database system, security system and all computer systems must 

always be able to support Blue Lake and IT’s desired functionality and operational goals 

for imminent and prolonged growth.   

 
This technology refreshment plan focuses on the systematic upgrade of technology 
components on a scheduled basis. The plan involves extensive network infrastructure, 
hardware, and software replacement, without disruption of day to day business 
functions.  
 
Current Hardware and Software: 
 
Software: 
 

5 
MS Office 2010 
Professional Microsoft Desktop Applications/productivity 

1 
Symantec Enterprise 
Protection Symantec System/Network Security 

5 Internet Explorer Microsoft Web Browser 

5 Outlook 2012 Microsoft Email and Calendar 

5 Acrobat Standard Adobe PDF creator 

1 Network Shield Firewall NetSib Firewall Software 

5 Windows 8 Microsoft Operating System 

1 Oracle Microsoft Database Software 

1 Flash Adobe Webpage  animation, video, and interactivity 



1 Eclipse Eclipsecon Eclipse IDE for Java Developers 

1 

Visual Studio Microsoft Developing graphical user interface 
applications/Forms 

1 Zendesk Zendesk.com Incident and Problem Management 

1 Open Text Opentext.com Content Management System 

1 Engineer’s Toolset  
SolarWinds 
Inc. Network Management Suite 

 
Retail Pro Retail Software  RetailPro 

Retail software and retail point of sale 
software 

 
 
Hardware: 
 

1 Router Cisco 2621 Internet Gateway 

1 Firewall Cisco PIX 515e Security (DMZ) 

1 Switch Cisco 2924 24 port switch 

1 Switch Cisco 2950 48 port switch 

1 Server MS WIN 2003 Web Server  

1 Server MS WIN 2003 Mail Server 

1 Server MS WIN 2003 Directory/DC 

1 Server MS WIN 2003 File Server 

1 Laptop 
Lenovo 
ThinkPadT530 CIO 

1 Docking Station Lenovo  CIO 

1  18' Monitor Lenovo  CIO 

1 
External 

Mouse/Keyboard Lenovo  CIO 

1 Laptop 
Lenovo 
ThinkPadR500 IT Support 

1 Docking Station Lenovo  IT Support 

1  18' Monitor Lenovo  IT Support 

1 
External 

Mouse/Keyboard Lenovo  IT Support 

1 
Desktop Workstation 

System ThinkCentre M7360 Database Analyst 

1 
Desktop Workstation 

System ThinkCentre M7360 Software Engineer 

1 
Desktop Workstation 

System ThinkCentre M7360 Network Supervisor 

5 Telephoney Alcatel Office 1750 Telephone  

5 
Telephoney Metro PCS Mobile Phone/Push to 

Talk 
 
 
 



 

 
 

III. The Plan 

 

1. Computer Systems  
Computers systems are an integral and essential part of the BLSG business, its 
strategy and its goals. The strategic importance of computer system refreshments is 
reflected in all levels of the Mission, Vision and Goal Statements. BLSG needs to 
actively plan for the ongoing refreshment of its computing equipment. 
 

Benefits of Computer System Refreshment include access for all staff to business 
resources, financial savings attained through bulk procurement, improved departmental 
budgeting and planning, compliance with best practices, policies and standards,  
efficiencies resulting from bulk procurement/distribution, improved technology 
management and fewer service requests. 
 
 
Three Year Refresh Cycle 
Replace all current laptop and desktop computers, docking station, monitors and 
peripherals every three years. Additional computer systems that are needed for 
predicted/expected company growth will be included in this refresh cycle. 
 
Given that BLSG is still a small company, and until it has expanded internationally, a 
lease program that spreads the initial cost over several years is not recommended at 
this time. Purchasing this hardware outright is recommended. 
 

Currently, the five founders of BLSG determine which individuals will get new 
computers, based on the most effective type of computer for the jobs performed. This 
method has the advantage of allowing the owners, who are all above average in 
technological competency and ability to make this type of decision, to place the 
computer systems where they seem most appropriate. The recommendation is to leave 
this procedure in place until BLSG has more than two branches, at which time the 
branch departmental leaders will submit refreshment requests based on staffing, 
technology usage, current growth, predicted growth and goals as well as staff surveys 
to gather usage/need data. 
 
 
 
 
 
 
 
 



 
Decisions will be made using the following criteria: 
 
Surveys conducted with staff, and data collection based on these current realities: 
 
Current type of computer used 
(Desktop Laptop, Tablet etc) 
 
Job Description 
 
Usage (i.e.: load and multitasking requirements, number and types of resource-
intensive applications, need for mobility/portability 
 
Projected Company Growth for the next 3 years (additional staff, physical offices, 
company locations, newly created positions)  
 
Budget and budgetary restrictions 
 
 

2.a  Backup and Recovery Plans 

Use RMAN to restore previous backup: 

1. Backup 
 

Backup and recovery is one of the most important aspects of database 

administration. If a database crashed and there was no way to recover it, the 

devastating results to a business could include lost data, lost revenue and 

customer dissatisfaction. 

ARCHIVELOG mode: The database must be operated in ARCHIVELOG mode, 
ideally with a multiplexed online redo log. If it is needed to recover to a past 
point in time to correct a major operational or programmatic change to the 
database, be sure to run in ARCHIVELOG mode and perform control file 
backups whenever making structural changes.  

Following are common backup strategies for a database operating in 

ARCHIVELOG mode:  

 When the database is initially created, perform a whole database, closed 
backup of the entire database. This initial whole database backup is the 
foundation of backups because it provides backups of all data files and the 
control file of the associated database.  



 Subsequent whole database backups are not required, and if a database 
must remain open at all times, whole database, closed backups are not 
feasible. Instead, the DBA can take open database or tablespace  backups 
to keep database backups up-to-date.  

 Every time a structural change is made to the database, take a control file 
backup. If operating in ARCHIVELOG mode and the database is open, use 
either Recovery Manager or the ALTER DATABASE command with the 
BACKUP CONTROLFILE option. 

         1.1    RMAN Backup   

We will be using RMAN utility for backup. While the database is off-line or on-

line, we can use the RMAN utility to back up the database.  

 The Recovery Manager utility manages the Oracle backup, restore and 
recovery operations of Oracle databases. Recovery Manager uses 
information about the database to automatically locate, then back up, 
restore and recover data files, control files and archived redo logs.  

 Recovery Manager gets the required information from either the databases' 
control file, or via a central repository of information called a recovery 
catalog, which is maintained by Recovery Manager.  

 You can perform Recovery Manager Backups using Oracle Enterprise 
Manager. Oracle Enterprise Manager-Backup Manager is a GUI interface to 
Recovery Manager that enables you to perform backup and recovery via a 
point-and-click method.  

 Recovery Manager is a command line interface (CLI) that directs an Oracle 
server process to back up, restore or recover the database it is connected 
to. The Recovery Manager program issues commands to an Oracle server 
process. The Oracle server process reads the data file, control file or 
archived redo log being backed up, or writes the data file, control file or 
archived redo log being restored or recovered. 

Do the following queries to get a list of all files that need to be backed up:  

 select member from sys.v_$datafile;  
 select member from sys.v_$logfile;  
 select name from sys.v_$controlfile;  
 Sometimes Oracle takes forever to shutdown with the "immediate" option. 

As a workaround to this problem, shutdown using these commands:  
 alter system checkpoint; 

shutdown abort 
startup restrict 
shutdown immediate 



 Each tablespace that needs to be backed-up must be switched into backup 
mode before copying the files out to secondary storage.  

 This can be done as shown below:  
 ALTER TABLESPACE xyz BEGIN BACKUP; 

! cp xyfFile1 /backupDir/ 
ALTER TABLESPACE xyz END BACKUP; 

 Recovery Manager command:  
 run { 

allocate channel t1 type `SBT_TAPE'; 
backup 
format `df_%s_%t' 
(datafile 10); 
}  

 When Recovery Manager executes the above command, it sends the Oracle 
backup request to the Oracle server performing the backup.  

 The Oracle server process identifies the output channel as the type 
`SBT_TAPE', and requests the Media Management Library to load a tape 
and write the output specified. 

2. Recovery: 
In every type of recovery, Oracle sequentially applies redo data to data 

blocks. Oracle uses information in the control file and datafile headers to 

ascertain whether recovery is necessary. 

Recovery has two parts: rolling forward and rolling back. When Oracle rolls 

forward, it applies redo records to the corresponding data blocks. Oracle 

systematically goes through the redo log to determine which changes it needs 

to apply to which blocks, and then changes the blocks. For example, if a user 

adds a row to a table, but the server crashes before it can save the change to 

disk, Oracle can use the redo record for this transaction to update the data 

block to reflect the new row. 

Once Oracle has completed the rolling forward stage, it begins rolling back. 

The rollback information is stored in transaction tables. Oracle searches 

through the table for uncommitted transactions, undoing any that it finds. For 

example, if the user never committed the SQL statement that added the row, 

then Oracle will discover this fact in a transaction table and undo the change. 

 

 

 

 



2.1  Types of recovery 
 

There are three basic types of recovery: instance recovery, crash 

recovery, and media recovery. Oracle performs the first two types of 

recovery automatically at instance startup. Only media recovery 

requires the user to issue commands. 

 

 An instance recovery, which is only possible in an Oracle Parallel 
Server configuration, occurs in an open database when one instance 
discovers that another instance has crashed. A surviving instance 
automatically uses the redo log to recover the committed data in the 
database buffers that was lost when the instance failed. Oracle also 
undoes any transactions that were in progress on the failed instance 
when it crashed, then clears any locks held by the crashed instance 
after recovery is complete. 

 

 A crash recovery occurs when either single-instance database 
crashes or all instances of multi-instance database crash. In crash 
recovery, an instance must first open the database and then execute 
recovery operations. In general, the first instance to open the database 
after a crash or SHUTDOWN ABORT automatically performs crash 
recovery. 

 

 Unlike crash and instance recovery, a media recovery is executed on 
the user’s command, usually in response to media failure. In media 
recovery, online or archived redo logs can be used to make a restored 
backup current or to update it to a specific point in time.   Media 
recovery can restore the whole database, a tablespace or a datafile and 
recover them to a specified time. Whenever redo logs are used or a 
database is recovered to some non-current time, media recovery is 
being performed.    A restored backup can always be used to perform 
the recovery. The principal division in media recovery is between 
complete and incomplete recovery. Complete recovery involves using 
redo data combined with a backup of a database, tablespace, or 
datafile to update it to the most current point in time. It is called 
complete because Oracle applies all of the redo changes to the backup.    
Typically, media recovery is performed after a media failure damages 
datafiles or the control file. 

 

 
 



 
 

2 b. Upgrades for the database 

Storage- IBM Storwize V7000-Reduces disk capacity required to store data by up to 

80%, helping improve efficiency and control storage costs. 

CPU-Intel® Xeon® Processor X7560 (24M Cache, 2.26 GHz, 6.40 GT/s Intel® QPI)- 

increases memory to DDR-3 800/978/1066/1333 (Max Speed 1066 MHz) 
 

RAM upgrade-128GB DDR2 RAM for better performance along with 111GB of DB 

cache. 

 

 

3.Database Security Plan  
 
The Database Security Plan establishes and states the policies governing Blue Lake 
Sporting Goods’ Database standards and practices. These policies describe the 
company’s goals for increasing security, managing operations, and controlling activities. 
These policies represent the plans for attaining and maintaining control over databases 
as well as compliance with the requirements imposed on Blue Lake Sporting Goods.  
All individuals accessing Blue Lake Sporting Goods databases are required and 
expected to comply with state and federal laws, and company policies and procedures. 
Any employee, or non-employee, with access to company databases, who participates 
in unauthorized use, disclosure, alteration, or destruction of data is in violation of this 
database security plan and will be subject to appropriate disciplinary action, including 
but not limited to possible termination and/or legal action.  
The following basic rules are set forth with the intention and goal of preventing breaches 
to Blue Lake Sporting Goods Databases.  

 

 
Unauthorized software includes, but is not limited to, any software that is not distributed 
or approved by the IT Department at Blue Lake Sporting Goods.  

close of business, etc.)  

 

 

ess any database outside of Blue Lake Sporting Goods’ 
premises.  

 



hard drives.  
o All hard drives containing any sensitive data must be encrypted.  
 
Standards for User Accounts  
*All request forms must be submitted to the Database Analyst via interoffice mail, email 
attachment (pdf scans only), or fax (ext. 122). The form can also be personally 
delivered. No requests will be honored over the telephone.  
*All forms can be found under the “Database Forms” section of the IT Department’s 
webpage.  
 
Account Creation  
The Information Technology Department of Blue Lake Sporting Goods creates all user 
accounts for all databases. When an employee is initially hired, they will request a user 
account creation for access to the appropriate databases. The request will be done by 
completing the “User Access Account” Form*. This form requires an approval signature 
the requester’s immediate supervisor. Once IT receives and approves the form, the 
account will be created and notification of account creation will be sent the user via 
interoffice mail. The notification will only include the employee’s account username, 
which will be the same for all company databases. The username can only be changed 
by the IT Department, and will only be changed if the user’s legal name is changed. 
This change requires that the “User Access Account” Form be submitted, along with 
proof of name change. The appropriate sections of the form should be checked to 
indicate the name change request.  
 
Username  
All username’s will consist of seven (7) characters.  
Each employee’s username will be created as follows:  

 

 

 

 
 
Example: Mary Beth Johnson’s username would be mabjoh1  
Exception: If an employee’s last name is less than three letters, an additional numerical 
value will be added. For example, Sue Zheng Lo’s username would be suzlo01.  
If more than one employee have a name with the same first two letters of first name, 
middle initial, and first three of last name, their numerical values will differ.  
 
Account Deletion  
When an employee submits resignation notification, is terminated or laid off, the 
supervisor should immediately complete and submit the “User Access Account 
Revocation” Form*. Access to some databases may be revoked prior to the employee’s 
last day of employment. Usernames will still exist, but will be set inactive for a period of 
five years. If the employee returns within the five years, the username will be 
reactivated. No other employee will be able to obtain an inactive username. After the 



five year period has ended, the username will be purged from the system. All purged 
usernames and former user information will be documented and filed.  
 
Change of Duties  
When the duties of an employee change, access to certain databases may need to be 
added or removed. The “User Access Account Change” Form* should be submitted. 
This form, like the account creation form, should be completed by the user and their 
immediate supervisor.  
 
Account Access  
Supervisors should indicate, on the request, or change, form the level of access that the 
employee will have. The levels of access are as follows:  

and update the database  
ble to modify or update 

any data.  

update restrictions. Some fields of the database will be null for the user.  
With this type of access, the supervisor must indicate the specific databases in which 
the employee should be limited. If the limited access is selected without specifics, 
access to those particular databases will be delayed until specifics are provided.  
 
Standards for Passwords  
Upon initial creation of a user account, a generic password will be given. The user will 
be given instruction on how to obtain their generic password. This instruction will be 
included in their account creation notification. The user will be prompted to change their 
password when they first log on.  
 
Password Requirements  
All passwords must follow the following requirements:  

 

 

 

racters: ! @ # $ % & +  

 
 
A user is able to change their password whenever they choose; however, a single 
password is only valid for 90 days. After 90 days the user will be required to change 
their password and will not be able to log into the database until the password has been 
changed, meeting the password requirements.  
When changing a password, it cannot be a password that was used within the past 365 
days.  
After three unsuccessful log-in attempts, the account will be disabled for a period of ten 
minutes. After the ten minute period, the user can attempt to log in again. If, after three 
unsuccessful logs in attempts, the user has an additional log in attempt, they will be 
locked out of the account. When a user account is locked, the user must contact the IT 
Department to have their password reset.  



 
 
 
Database Security Audits  
Database security audits will be randomly administered on selected users and 
databases. Database audits can be based on individual actions or on combinations of 
factors that can include user name, application, time, and so on. Audits may be 
conducted for a variety reasons, including, but not limited to:  

or row, or affecting specific content  

 

spicious activity  

that the user has more privileges than expected which can lead to reassessing user 
authorizations  

 activities  
For example, the database administrator can gather statistics about which tables are 
being updated, how many logical I/Os are performed, or how many concurrent users 
connect at peak times.  

control implementation  
 
Database Security Plan Reviews  
Standard reviews to this database security plan are done on an annual basis, and 

whenever deemed necessary by the Database Analyst (DBA) or Information Security 

Officer (ISO). Annual reviews will be completed by the Information Technology 

Department on July 1st. All other necessary reviews will take place on a day and time 

decided by the DBA and ISO. Informal reviews do not require the entire IT Team to be 

present; however, the DBA and ISO are responsible for information the IT Department 

of the review, prior to taking place and after completion. It is then the responsibility of 

each IT employee to read the new plan. After each review, all employees of Blue Lake 

Sporting Goods should be notified via company intranet. Any employee using a 

company database is responsible for saying up-to-date on database security policies 

(included in this plan), as they are effective immediately after the completed review. 

Each completed review will be immediately posted to the Blue Lake Sporting Goods 

intranet. 

 

 

 

 

 



Information and Network Security 

The purpose of this section is to better: (a) ensure the security and confidentiality of 

personal information; (b) protect against any reasonably anticipated threats or hazards 

to the security or integrity of such information; and (c) protect against unauthorized 

access to or use of such information in a manner that creates a substantial risk of 

identity theft or fraud. 

Scope 

In formulating and implementing a written information security plan, Blue Lake Sporting 

Goods will address and incorporate the following protocols: 

(1) Identify reasonably foreseeable internal and external risks to the security, 

confidentiality, and/or integrity of any electronic, paper or other records containing 

personal information; 

(2) Assess the likelihood and potential damage of these threats, taking into 

consideration the sensitivity of the personal information; 

(3) Evaluate the sufficiency of existing policies, procedures, customer information 

systems, and other safeguards in place to control risks; 

(4) Design and implement a written information security program that puts safeguards in 

place to minimize those risks; and 

(5) Implement regular monitoring of the effectiveness of those safeguards. 

Information and Network Security Program (INSP) Coordinator 

Blue Lake Sporting Goods has designated Schmohn Comar to implement, supervise 

and maintain the written information and network security program.  The Network 

Supervisor will be responsible for the following: 

a. Implementation of the INSP; 

b. Training of all employees; 

c. Regular testing of the INSP’s safeguards; 

d. Evaluating the ability of any of our third party service providers to implement 

and maintain appropriate security measures for the personal information to which 



we have permitted them access, and requiring such third party service providers 

by contract to implement and maintain appropriate security measures; 

e. Reviewing the scope of the security measures in the INSP at least annually or 

whenever there is a material change in our business practices that may implicate 

the security or integrity of records containing personal information; 

f. Conducting an annual training session for all owners, managers, employees 

and independent contractors, including temporary and contract employees who 

have access to personal information on the elements of the INSP. All attendees 

at such training sessions are required to certify their attendance at the training, 

and their familiarity with our requirements for ensuring the protection of personal 

information. 

INTERNAL RISK MITIGATION 

To guard against internal risks to the security, confidentiality, and/or integrity of any 

electronic, paper or other records containing personal information, and evaluating and 

improving, where necessary, the effectiveness of the current safeguards for limiting 

such risks, the following measures are mandatory and are effective immediately: 

 Blue Lake Sports Goods will only collect personal information of clients, 

customers or employees that is necessary to accomplish our legitimate business 

transactions or to comply with any and all federal, state or local regulations. 

 Access to records containing personal information shall be limited to those 

employees whose duties, relevant to their job description, have a legitimate need 

to access said records, and only for this legitimate job-related purpose. 

 Written and electronic records containing personal information shall be securely 

destroyed or deleted at the earliest opportunity consistent with business needs or 

legal retention requirements. 

EXTERNAL RISK MITIGATION 

Firewall protection, operating system security patches, and all software products 

shall be reasonably up-to-date and installed on any computer that stores or processes 

personal information 



Personal information shall not be removed from the business premises in electronic 

or written form absent legitimate business need and use of reasonable security 

measures, as described in this policy 

All system security software including, anti-virus, anti-malware, and internet security 

shall be reasonably up-to-date and installed on any computer that stores or processes 

personal information. 

There shall be secured user authentication protocols in place that: 

 Control user ID and other identifiers; 

 Assigns passwords in a manner that conforms to accepted security standards, or 

applies use of unique identifier technologies; 

 Control passwords to ensure that password information is secure. 

SYSTEMS SECURITY PLANS 

Server Security Plan 

The purpose of this policy is to establish standards for the base configuration of internal 

server equipment that is owned and/or operated by BLSG.  Effective implementation of 

this policy will minimize unauthorized access to BLSG proprietary information and 

technology. 

Ownership and Responsibilities 

All internal servers deployed at BLSG must be owned by an operational group that is 

responsible for system administration.  Approved server configuration guides must be 

established and maintained by each operational group, based on business needs and 

approved by the CIO. Operational groups should monitor configuration compliance and 

implement an exception policy tailored to their environment.  Each operational group 

must establish a process for changing the configuration guides, which includes review 

and approval by the CIO. 

• Servers must be registered within the corporate enterprise management 

system. At a minimum, the following information is required to positively identify 

the point of contact: 

 Server contact(s) and location, and a backup contact 

 Hardware and Operating System/Version 

 Main functions and applications, if applicable 



• Information in the corporate enterprise management system must be kept up-

to-date. 

• Configuration changes for production servers must follow the appropriate 

change management procedures. 

 

 

General Server Configuration and Guidelines 

• Operating System configuration should be in accordance with approved BLSG 

guidelines. 

• Services and applications that will not be used must be disabled where 

practical. 

• Access to services should be logged and/or protected through access-control 

methods such as TCP Wrappers, if possible. 

• The most recent security patches must be installed on the system as soon as 

practical, the only exception being when immediate application would interfere 

with business requirements. 

• Trust relationships between systems are a security risk, and their use should be 

avoided.  Do not use a trust relationship when some other method of 

communication will do. 

• Always use standard security principles of least required access to perform a 

function. 

• Do not use root when a non-privileged account will do.  

• If a methodology for secure channel connection is available (i.e., technically 

feasible), privileged access must be performed over secure channels, (e.g., 

encrypted network connections using SSH or IPSec). 

• Servers should be physically located in an access-controlled environment. 

• Servers are specifically prohibited from operating from uncontrolled cubicle 

areas. 

 

Server Monitoring 



 All security-related events on critical or sensitive systems must be logged and 

audit trails saved as follows: 

 All security related logs will be kept online for a minimum of 1 week. 

 Daily incremental tape backups will be retained for at least 1 month. 

 Weekly full tape backups of logs will be retained for at least 1 month. 

 Monthly full backups will be retained for a minimum of 2 years. 

 Security-related events will be reported to IT Management, who will review logs 

and report incidents to IT management. Corrective measures will be prescribed 

as needed. Security-related events include, but are not limited to: 

 Port-scan attacks 

 Evidence of unauthorized access to privileged accounts 

 Anomalous occurrences that are not related to specific applications on the 

host. 

 

Router Security Plan 

This section describes a required minimal security configuration for all routers and 

switches connecting to a production network or used in a production capacity at or on 

behalf of BLSG. 

 

Every router must meet the following configuration standards: 

1. No local user accounts are configured on the router. Routers must use 

TACACS+ for all user authentications. 

2. The enable password on the router must be kept in a secure encrypted form. 

The router must have the enable password set to the current production router 

password from the router's support organization. 

3. Disallow the following: 

a. IP directed broadcasts 

b. Incoming packets at the router sourced with invalid addresses such as 

RFC1918 address 

c. TCP small services 

d. UDP small services 



e. All source routing 

f. All web services running on router 

4. Use corporate standardized SNMP community strings. 

5. Access rules are to be added as business needs arise. 

6. The router must be included in the corporate enterprise management system 

with a designated point of contact. 

7. Each router must have the following statement posted in clear view: 

"UNAUTHORIZED ACCESS TO THIS NETWORK DEVICE IS 

PROHIBITED. You must have explicit permission to access or configure 

this device. All activities performed on this device may be logged, and 

violations of this policy may result in disciplinary action, and may be 

reported to law enforcement. There is no right to privacy on this device." 

8. Telnet may never be used across any network to manage a router, unless 

there is a secure tunnel protecting the entire communication path. SSH is the 

preferred management protocol. 

 

 

 

 

 

 

 

 

 

 

 

 

 



Group Lab 3 

ROLES 

 

 

: 

Create a plan for upgrading the computer systems – this should include replacement 

time-lines as well. 

-Table of contents, Background, Mission, Vision, Goals, Current Reality, Purpose of the 
Refreshment Plan, Current Hardware and Software, The Plan, Hardware and Software 
Refreshment  
 
-Computer systems plan/timeline 
 

 

Create a plan for any upgrading of the database: 

a.   Backup and recovery plans 

 

: 

Create a plan for any upgrading of the database: 

b.    Upgrading any needed hardware (drives, etc.) 

 

Chantrice  

Create the plan for increasing security (it is very minimal at this point in time) for the 

database  

 

 

Create the plan for increasing security for the network areas 

 



 

 

 




